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PekoMeHAaUuM K ,OBEpPeHHOMN cpege

Ha komnbloTepe, C KOTOpPOro npoussoamTcs paboTta, AOMKHO O6bITb YyCTaHOBNEHO
TONbKO JNUEH3MOHHOW MporpamMMHoe obecneyeHue. YCTaHOBMEHHOE MNpOrpaMMHoOe
obecneuyeHne AOMKHO perynsapHo 06HOBNATLCS.

JomkHa 6bITb YCTaHOBNEHa CUCTEMA aHTUBUPYCHOW 3awuTbl C perynsipHbiMu
06HOBNEHNAMU. Bce CbeMHble HOCUTENMU, a TakXKe BCe 3arpyxaemble n3 ceten gannol
W NporpaMMmbl AO/KHbI NPOBEPSATLCS Ha Hanu4une BUPYCOB.

3anpewaerca MCNoOnb3oBaTh (PYHKUMIO «aBTOMATMUYECKOrO BbIMOSIHEHUSA»  ANS
CbEMHbIX HOCUTENEN U KOMMNaKT ANCKOB.

Mo BO3MOXHOCTM HeobXoAMMO MCNOAb30BaTb MNpOrpaMMHble CpeacTBa (unbTpaumm
Tpadwuka, orpaHmyeHune IP-gnanasoHa, 6110KMPOBKKN CETEBbLIX aTak.

3anpewaerca nNponsBoauMTb paboTbl B cucTteMe C 06LWenoCTynHbIX KOMMbHOTEPOB,
HanpuMep, nU3 HTepHeT-Kade.

PekoMeHpauum kK naeHTudmkauumm m ayreHtudmkaumm

Ons paboTbl C KAlOYaMU 3NEKTPOHHOM noAnMcuM AomkHa ObiTb NpenycMOTpeHa
OTAeNbHas y4yeTHas 3anucb C NpaBaMu Noab3oBaTens.

NoeHTudukauma w ayTeHTUdDMKaLMSa nonb3oBaTens B CUCTEME MNPOM3BOAUTCH C
nomMouwb noruvHa-naponsa. [llaponuM Bcex MNoNb3oBaTeNe CUCTeMbl AO0MXKHbI ObITb
YHUKanbHbIMK, TaKXe He [AOMYyCKaeTCs YCTaHOBKA OAWHAKOBbLIX Maposieit Ha YYeTHYIO
3anucb U Ha BXOA B CUCTEMY.

Ons ¢opMnpoBaHUs Naposen MOXHO MCMONb30BaTh Ceayowmne TUrbl 3HaKOB:

. MponucHble pycckme 6yksbl (A.B.B...);

CTtpouHble pycckue 6yksebl (a, 6, B...)

MponucHble natnHckne 6ykebl (A, B, C...);

CTpouyHble natuHckune 6yksbl (a, b, c...);

Undpsbl (0, 1, 2...);

3HaKun, He aBnsatowmnecs byksamm nnm undpamm (@, &, $...);

3Hakun n3 koamposku HOHUKoa (€, f, ?...).

Maponu, yctaHaBnInBaeMble B CUCTEME, AO/KHbI H6bITb ANIMHON He MeHee 10 CMMBONOB
N COCTaBnATb C NOMOLWbIO MUHUMYM 3 TUMOB 3HAKOB.

B kauecTBe napons He peKoOMeHAyeTCs yCTaHaBMBaTb:

. dammnmio (MMa MM 0TYECTBO) NOJIb30BaTENS, @ TakXe ero JIOruH;

. KOMOMHaUMIO CUMMBOJIOB, KOTOpash paauKasbHbiIM 06pa3oM He OoT/In4aeTcs oT
npeabiaywmx naposien, B TOM YMCne Co34aeTcs NyTEM NpUpaLLEHns;

. OTAEeNbHbIE CNOBa PYCCKOro WM aHIIMNCKOro $3blKa, XXaproHHbIE TEPMUHBbI
WUAn nHble yaobHble ana noabopa 3MeMEHTHI;

. OTAENbHbIE C/IOBAa PYCCKOro si3blka, Habupaembie B JTATUHCKOM permcrpe unu
OTAEeNIbHbIE C/I0Ba aHIIMNCKOro s3blka, HabupaeMble B pyCCKOM perncrpe;

° obLlwenpuHATbIE COKpaLWeHns nnam ux codetaHuns (3BM, JIBC, USSR u T. 4.);

. nepcoHasnbHble CBeAeHUs - HoMepa TenedoHOB, AHW pPOXAEHWI, HOMeEp
OOKYMEHTA, yA0CTOBepstoWwero MMYHOCTb U T.N.;

. TONIbKO UMD POBLIE CUMBOJIbI.

MnaHoBass CMeHa MnapoJien AO/MKHA MNpPOBOAUTBLCS He pexe, 4eM pa3 B 90 AOHeMn.
BHennaHoBas cMeHa naposien nMnpou3BOAUTCS B CNy4dYae HapylleHus rpaBusl
obpalleHus ¢ naponsiMu, rMpu CMEHe KJIKYEN 31EKTPOHHOM NOAMNUCKU, MPU YBOJIbHEHUN
OTBETCTBEHHOro paboTHuMKa.

Monb3oBaTento 3anpeLaeTcs:

o HEeCaHKLUMOHMPOBAHHO coobLiaTtb KOMY-1nb0 (pa3rnawaTb) CBOW Naposb;

. OCTaBNATb CBOM Naposib Ha ByMaXHOM HocuTene B toboM MecTe, KpoMe cenda
Wnn wkada Cc 3aMKoM;

. BbIBOAUTb Maposib B OTKPbITOM BUAE Ha MPUHTEP, ANCMNEN N APYrMe BHELUHME

YCTPOMNCTBa OTO6paxeHus nHpopmaumm;
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) 3anucbiBaTb Kyaa-nnbo CBOM Naposib KpoOMe CnyyaeB, NpeayCcMOTPEHHOM
cnyxebHon HeobxoaMMOCTbIO;

. NpeaocTaBNsATb AOCTYMN B CUCTEMY [APYrUM JIMLAM MO CBOEMY UAEHTUdUKATOPY
¥ Naposnio;
. MCMOMb30BaTh NMPOrpaMMHYIO OMLIMIO COXPAHEHMS Napons B NaMATU CUCTEMBI.

PekoMmeHpauumu npm pa6ote c Ki0UEBbIM HOCUTENEM

Knioun 31NeKTpOHHOM  noAnucUM  AO/KHbI, MO BO3MOXHOCTW, XPaHWUTbCA  Ha
cneumanmsnpoBaHHbIX 3alUMLLEHHbIX HOCUTenax (HanpuMep, eToken - nepcoHanbHoe
cpeacTso ayTeHTUdUKauum, obecneumsarLlee 3allMTy Ka4Ya 3NeKTPOHHOM NoAnucK
OT ero komnpomeTaumun. Ob6nagalT cCneaylwuMM XapakTepucTMKaMu: BKAOYAKOT B
cebs annapaTHyl peanusauuilo KpUATOANropuTMOB W 3aWMLLEHHYKD NaMATb,
HEBO3MOXHOCTb HanpsMylo U3 onepaunMoHHOW CUCTEMbl MOAYYUTb AOCTYN K MaMsaTu
HOCUTENS, KONMUPOBAHME KJTHOYEN 3NEKTPOHHO NMOAMUCK BO3MOXHO TOSIbKO C NMOMOLbLIO
cneumanbHOro rnporpaMmHoro obecnedenHunsa (AdminPKI), npyu ncnonb3osaHnun eToken
FOCT ux BoobLEe HEBO3MOXHO CKONMpPOBaTbh oduUnanbHbIMUM METOAAMM).
Ncnonb3oBaHue o06bivHbIX flash-HakonuTeneln He obecneymBaeT 3aWUTY KIIOYEN
3N1EKTPOHHOM MNOAMNUCU OT KOMUPOBAHWUSA, MO3TOMY WCMNOSb30BaHWE He3alMLIEHHbIX
flash-HakonuTener Hecer B cebe yBenuMueHne pucka KOMMpoMmeTauum Kiroda
3N1eKTpOHHOM  noanucu. B cnydae ecnm  HeobxoAMMOCTb  MCMNOJb30BaHUS
He3awmuweHHblx flash-HakonuTenen BO3HMKNA, HeobxoaMMoO obecneunTb KOHTPOSb
AOCTyna K TakMM HOCUTENSM, He OCTaBnAaTb UX 6e3 nMpucMoTpa, XpaHeHue HocuTens
OCYLLeCTBNATbL B cede nnamn 3anmpaemom wkady.

HeobxoanMo BO34epXMBATLCA OT KOMUPOBAHUS KIKOYEN 3SNEKTPOHHOW MoANUCU C
KJIIOYEBOr0 HOCUTENS B MNaMATb KOMMbIOTEPA M XpaHEHUs KJYel B peecTpe, a B
c/lydae BO3HMKHOBEHMS TakoW HeobXxOAMMOCTM MUCMOAb30BaTb KOMMbKOTEP C
KOHTPOJSIeM AOCTyna K HeMy, C cobnogeHuMeM pekomMeHAauun K maeHTudukaumm wm
ayTeHTUPUKALMN, a TaKXkKe NPUHATUEM UHbIX HEOBXOAUMBIX Mep NO NpeaoTBpaLLeHMIO
KOMMNpPOMETaLUumn Ko4en 31eKTPOHHOM NoANUCK.

MNMonb3oBaTenb CUCTEMbI AO/MKEH OCYLLECTBAATL BXOA TOJSIbKO C NMOMOLLbI COBCTBEHHOW
3NeKTpOHHOM noanucn. Bo Bpems paboTbl HOCUTENb C 3NEKTPOHHOM MOANUCHIO
NOAKJIOYAETCS K KOMMbioTepy, nocne paboTel B cucteMe HeobxoAMMO 3aKpbITb
nporpamMy, OTK/IOYUTb HOCUTeNnb, ybpaTb ero B cend, ecnm uMmeeTcsd, UM B
3anupaembiit Wkad. He paspelaeTcs oCTaBASATb HOCUTENU BKIOYEHHBIMU UKW MPOCTO
nexawmmum Ha paboyem MecTe BO BpeMsi OTCYTCTBMSA MONb3oBaTens.

Mpn ANUTENbHOM MJAHOBOM HEWUCNOSb30BaHUM CUCTEMbI, ANS OpraHusauui npwu
OTrnycKke OTBETCTBEHHbLIX paboTHMKOB HeobXOAMMO MNpPOU3BECTU MPUOCTAHOBNEHME
OENCTBNSA KJtoYa 3NEKTPOHHOM NOAMNCH.

B cnydae koMnpomeTauuMum KJKOYEN 3SAEeKTPOHHOW MOoAMWUCKU, YTEepU WU  Kpaxwu
KJIIOYEBOr0 HOCUTENs HeobxoaAMMOo HesameanuTenbHo coobwmts 06 3ToM B
YAOCTOBEPSAOWMNIA LEHTP 3MEeKTPOHHLIM MUCbMOM MO ajapecy: ca@veles-capital.ru u
(nnn) TenedoHy 8(495)258-19-88 A06.(591) M npekpatuTb AeNCTBUE cepTudmkarta
KJto4a NpoBepKU 3/IEKTPOHHOM MOAMUCHK.

PekomeHpaaumMm npu Bblibope cnocob6a co3[aHUSA KOYEN 3SJIeKTPOHHOM
noanucm

B uensx HeaonyCTMMOCTM KOMMpOMeTauuMu KK4Yein 31eKTPOHHOW MNoAnMCK ele Ha
ctagMm  MX  co3gaHus HeobxoauMMo  obpaTuTb BHMMaHMe Ha  cobnopeHune
peKoMeHJauun K [OOBEPEHHOW cpefde, peKkoMeHaauunm K uaeHTudukaumm wu
ayTeHTMdMKauUnMm un, Mo BO3MOXHOCTW, CO34aBaTb K/AKOYM 3SIEKTPOHHOM MNOAMUCK
cunamm YAoCToBepsAoLWwero LueHTpa.

Co3gaHue  K/IHOYEN  3JIEKTPOHHOM noanncu B  YaocToBepsitoweM LeHTpe
OCYLLECTBNAETCA C MCMOSb30BaHMEM oOrnedyaTaHHOM WM aTTecToBaHHOW DBM (aTtTecTaTr
BblaaH 04.02.2011 OO0 «JINMCCU», nuueHsna OCTIK Poccmm N 001711 ot 29
okTs6ps 2009).

Y 3BM oTcyTtctByeTr Aoctyn K ceTtaM obuwero rnosib30BaHus, YCTaHOBEHO
aHTMBMpPYCHOEe nporpaMmMHoe obecneyeHne, OCHalleHa MporpaMMHO-annapaTHbIM
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komnnekcoM (MAK) «Cobonb» 3.0.

NAK «Cobonb 3.0» nmeet ceptudukatsl PCB Poccum N2 CO/027-1450 ot 01.04.2010
n ®CTIK PO N2 1967 ot 07.12.2009 1 peanusyeT crefyloLlme OCHOBHblE YHKLNK:

naeHTMdunKauma mn ayteHTuduKaumsa nosb3oBaTenen KomnbioTepa npu  UX
BXOJEe B CMUCTEMY C MOMOLLbI MEePCOHAsNbHbIX 3NEKTPOHHbLIX UAEHTUDUKATOPOB
iButton;

3aWnTa OT HECAHKUMOHMPOBAHHOW 3arpy3ku OrnepaumoHHON CUCTEMbl CO
CbEMHbIX HOCUTENem — JANCKeT, ONTUYEeCKUX AnckoB, ZIP-yCTpOWNCTB,
MarHUTHbIX ANCKOB, USB-yCTPOUCTB U Ap.;

KOHTPO/b LENOCTHOCTU (annoB U (PU3MYECKUX CEKTOPOB XKECTKOro AMcCKa Ao
3arpysku onepaunoHHON CUCTEMbI;

KOHTpO/b paboTocrnocobHOCTU OCHOBHbLIX KOMMOHEHTOB KOMMJeKkca — AaTyuka
C/lyYanHbIX Yncen, 3HeproHe3aBUCUMONM NaMATU, NePCOHANbHbIX 3/TIEKTPOHHbIX
NAEHTUPUKATOPOB;

perncrtpaums cobbiTuin, MMELWMX OTHOLWEHNE K 6e30MacHOCTU CUCTEMBI;
NO3BOJISET FreHepUpPOBaTh 3aKpbITble KKOUYM C MOMOLLLIO annapaTtHoro Aatyumka
CNyYamHbIX 4YMCEeN, YTO MO3BOJISIET B OT/IMYMM OT MPOrpaMMHOro reHepartopa
C/lydamHbIX yucen (ero euwe Ha3blBaKT reHepaTop NCEBAOCYyYaMHbIX 4YUCEN)
co3faeT AeNCTBUTENbHO Cry4dyamHble 4yucna angd $GopMUPOBAHUSA HAAEXHbIX
Kntoden wndpoBaHNa 1 3NEKTPOHHON LUMMPOBON NOAMUCK.



